Kubepb6esonacHocTtb 2026:
TBOoS ULMPppPOoBas KPenocCTb

[ua No 3awmnTe AaHHbIX U TMYHOCTU B COBPEMEHHOM MuUpe
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Baw umdpposon
cnep— 3TO TOBap

* AKTUBHbIU cnep: To, YTO Bbl Ny6/INKyeTe
camu (NocTbl, POTO, KOMMEHTAPUN).

 [laccuBHbIN cnep: To, YTO cobupaeTcs
He3amMeTHO (IP-agpec, nctopus noucka,
reoniokaums, Moaenb YCTPONCTBA).

* Puck: [laHHble 13 cnmBoB (Hanpumep,
Delivery Club) HaBcerga ocTatoTcs B CETH
1 UCMOJb3YKTCSH ANA Co34aHus LMppoBoro
npodunsa nnu aTak.

«AHTEepHeT NOMHUT bonblue,
YyeM BaM XOTenocb Obi».



CouuanbHas UHXXeHepus:
B3710M YyenoBekKa, a He CUCTeMbl

OnpepeneHune: MaHunNynauua nNoabMu ¢ Lenblo
nobyauTb UX COBEPLUUTb AEUCTBUSA MU Pas3rnacuTb

KOHDUaeHUManbHyto nHGopmaLmio.
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Tpurrepbl B3fioma:

o Ctpax: «Baw akkayHT 3a610KMpOBaH!»
 Jlo6onbITCTBO: «CMOTPY, YTO NPO Tebst Hanucanu!»
 XXanocTb: «CPOYHO HY)XHbl IEHbI Ha onepaLuio».

MOLUEHHUKMU ULLYT YA3BUMOCTH B BalLeu -
MCUXONOrun, a He B NPOrpaMMHOM Kope.



Pbi6asika Ha faHHbIe:
AOUunHr, BULLMHT, CMULLUMHTI

Ouwunr (Phishing): CMmuwumnr (Smishing): Buwunr (Vishing):
[ToapenbHble CauTbl U SMS ¢ onacHbIMK [0n0COBOE MOLUIEHHUYECTBO.
nucbma. Becerga ccbinikamm (Hanpumep, 3BOHKM OT «CJY)KObl
nposepsnTe URL BpyyHyto. «[locTaBKa OTMEHEHa»). 6e30nacHOCTMY.

Action: He nepexoguTte no ccbijikaMm.
Mepe3BaHuBauTe No opuLmaibHbIM HOMEpaM.



Ovundenku: Korga
rna3sam u ywiam BepuTtb
Heb3s

» Ayano-pundeukun: N knoHnpyet
rofloc 61M3KOro YyenoBeka C
TOYHOCTbIO 00 95% Anga npocbbbl O
CPOYHOM MepeBoae AeHer.

» Bugeo-aundeuku: lNMogaenbHblie
BUOE03BOHKM OT «Ha4yanbCTBa» Unu
«POACTBEHHUKOBY.

« MeTop 3awuTbl: [loroBopuTech
6/IM3KMMM O KOAOBOM CJI0BE ANs
NOATBEPXKAEHMUSA IMYHOCTU B
3KCTPEHHbIX CUTYaLUSAX.




®urHaHCOBbIE JIOBYLUKW
U NIerkue JeHbrn

» «be3sonacHbii cyeT»: Muao.
CotpyaHuku LUb unmn nonmuyuu
HUKOraa He npeanaratoT NepeBecTy
NieHbrN Ha «6e30MnacHbIN CYETY.

 lHBeCTULIMOHHOE MOLLEHHUYEeCTBO:
denkoBble KpUNTOOUPIXKM U
nnaTpopmbl, obellatoume
rapaHTUPOBaHHbIN AOXOA.

* HannyHble: TpeboBaHWe CHATb
HannyHble U nepepaTtb Kypbepy —
100% npu3HaK MOLLUEHHMYeCTBa.




MolLueHHNYeCTBO B coLceTaX U JIoXKHada Texnogaepixka

delikoBble KOHKYPCb!: No)xHasa TexnoaaepXxka:
Ccbinku Tuna «MNporonocyi 3a MeHA» BeAYT Ha BcnnbiBatoLme okHa «Batlu MK 3apakeH!» ¢
GULLIMHIroBbIE caiTbl AN KpaXku Napons. HOMepoM TenedoHa MOLLEHHUKOB.

'aBHoe npaBuno: Hukoraa He coo6bwanTte Koabl 3 SMS u Push-yBegomnenuu (2FA).

JTO KJIIOUYU OT BalleUn UdpoBOUN XXU3HMU.




BpepoHocHoe [10:
HeBuaumMble Bparu

e CUMNTOMbI 3apa)KeHus:
3amepneHune paboTbl, HOBblE
pacluMpeHus B bpay3sepe,
CaMOMpOn3BOJIbHbIE
rnepesarpysKu.

e Lindposanbiiuku (Ransomware):
[lporpamMmbl, KOTOpPbIE WUPPYHOT
pannbl 1 TPEOYIOT BbIKY.

* lLinnoHckoe MO (Spyware): CneguT
3a BBOJJOM KnaBuaTypbl U
aKTUBHOCTbIO 3KpaHa.

* UcTouHuK: [TnpaTtckui co@r,
TOPPEHTbI, 3apakeHHble USB-¢pneLuku.




Yrpo3bl cetu: Wi-Fi
un DDoS-aTaku

e My6nuunbin Wi-Fi: OTKpbITble ceTU B Kage
nepenatoT AaHHble B OTKPbITOM Buge. He
MCNoJb3ynTe UX A58 6aHKOBCKUX onepauni
6e3 VPN.

e DDoS-ataku: [leperpyska cepBepoB
MWSIMOHAMM 3arpoCoB C 3apa)KeHHbIX
yCTPOUCTB (6OTHETOB).

e 3awuTta goma: MiamMeHuTe cTaHAapTHbIN
naponb poyTtepa, oTknrynte UPnP u
yaalleHHoe aAMUHUCTPUpOBaHue.




KubepoynnuHr n npecnegosaHue

O Ctatuctuka: 27% peten CTankuBanucb ¢ KN6epobynnamHrom, Ho ToNbKo 8%
poauTenen 3HalT 06 aToM.

O OokcuHr (Doxing): Myébnukaunsa nn4YHbIX gaHHbIX (aapec, WKona) ANns Tpasnw.
O CrankuHr: Cnexka yepes reotern 1 YeKuHbl B coLiceTax.

O CoserT: He BCcTynaunTe B Ananor ¢ arpeccopoM. bnokunpymnte n coobujamnte
agMUHUCTpauuu nnathopMbl.



[lepBas NMHUA OBGOPOHDI:
[Maponu u MOA

e Maponu: MMHUMYM 12 CUMBOJIOB, pasHble
AN KaXxaoro canta. icnonb3yurte
MeHeXep naponen.

e MOA (MFA): MHorodakTopHas
ayTeHTUduKauus. TpebyeT He TONbKO
3HaHue (Naposib), HO 1 BNageHne
(TenedoH) nnu cBONCTBO (6UOMETPUS).

e [MpaBuno: Bknoyute 2FA Be3ge, rae ato
BO3MOXHO (locycnyru, couceTu, noyta).



[lporpaMmMHas 3aWmTa:
AHTUBUPYCbI U
06HOBNEHUS

e PRO32: 3alymTa Be6-Kamepbl 1
6a30BbIX Yrpos.

o Kaspersky Internet Security: 3awura B
peanbHOM BPEMEHU U OT PULLKHra.

* Dr.Web Security Space: bnokupoBka
LN POBaANbLLNKOB N OMacHbIX BE6-
pecypcos.

e O6HOBNEHMA: YCTaHaBIMBaNTe NaTyu
OC 1 npunoXxeHnn cpasy — OHU
3aKpbIBAlOT Ablpbl B 6€30MaCHOCTM.




Kputnyeckoe MmbiluyieHne — nquuﬁ dHTUBUPYC

* Yenoseyeckuit haktop: [poTuB coumanbHOR MHXeHepun paboTaeT TO/IbKO Balll MO3T.
* [puHUMN HyneBoro fosepus: Ecnu npeanoxeHne CAMWKOM XOPOLLO, YTo6bl 6bITb NPaBAON — 3TO 06MaH.
* [May3a: MoweHHuKn ToponAaT («CpoyHo!»). BosbmuTe nayay, YTobbl NPOBEPUTb BaKTbl.



YeK-nucT
LU(PPOBOU MNMrueHbl

| | HacTpouTb ABYX(paKTOPHYHO
ayTeHTUOUKaLMIO (2FAS).

| | MpoBepuTb HAaCTPOWKMK
NPUBATHOCTM B COLICETAX.

| | YoanuTb Hemcnonb3yemble
aKKayHTbI.

| | lenatb perynsipHble pe3epBHble
Konuu (63kanbil).
| | CKauymBaTb NPUNOXEHMA TONbKO

M3 opuLManbHbIX MarasuHoB
(RuStore, App Store, Google Play).



byabTe yMHee XakepoB

Balua 6e30macHOCTb B BalUMX pyKax. p /

«B Mupe, rge TexHonornuu cTuparoT
rpaHb MeXzy nNpaBAoW 1 NOXblo, Balla
64UTENBHOCTb — NYYLLUA LWUT.




